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Introduction

The P-Net Protocol Analyzer (PPA) is a tool for analyzing P-Net networks. It is physically connected to a network and captures data, transmitted on a network, decoding and visualizing it.

The system of the protocol analysis consists of a PPA software and the network adapter PD3930. It is possible to work via RS-232 too.

The software of the network analysis is constructed according to the seven level OSI model.

System requirements

For the work with PPA the following hardware environment is recommended:

Processor:
Intel Pentium 200MHz

RAM:

32MB

HDD:

10MB

OS:

Microsoft Windows 95/98, NT®
Installation notes and the term of use

If there is a failure at any point during the installation of PPA, the installer performs a complete uninstall. For this reason, it is important not to prematurely close the installer application; the installer will automatically close the background window.

This trial alpha version of PPA will stop running after it is been used for 10 days.

User Interface

The program is organized according to MDI interface (Multi Document Interface). See fig. 1. It enables you to work simultaneously with several log-files. On the screen some auxiliary windows can also be displayed:
· Window of the detailed information
· Window of statistics
· Window of viewing of a dump of a packet 
Also there are two control panels:
· Standard - for preservation, opening, sealing of a file etc.
· The capture control panel - for setup of a source of packets, setup of filters and inclusion / disconnect of additional windows.
There is a status line in which the following parameters of the current document are displayed:
· Type of the buffer of preservation start - stop or cyclic as icons [image: image1.bmp] and [image: image2.bmp] accordingly
· The size of the buffer
· Percent of filling of the buffer
All windows can change the sizes and location on the screen, and additional can connect to the different parts of the main window. The sizes and visibility of columns of a viewing window of the seized packets can be setup by the user with the help of the popup menu.
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Fig 1. The main window of the program
At a choice of a packet in the list of a logging window the information on the packet is automatically displayed in the detailed information window.
At a choice of items of the list of the detailed information window the area of the data appropriate to it is automatically highlighted in a dump viewing window.
Setup of a source of packets
The user can setup a source of packets in a dialog box by starting it up with the help of the menu command File/Preferences by choosing a bookmark Capture and pressing Source button or Source button at the toolbar Log Control [image: image4.bmp]. See fig. 2.
After that user should choose a type of a source: COM port or file, then  specify the name of a file or  setup the parameters of the port.
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Fig 2. The setup window of a source of packets.
After that it is possible to begin to capture the packets with the help of Capture/Start menu command or Start button on the control panel [image: image6.bmp].

Setup of a buffer type
The setup of a buffer type is carried out in a dialog box, which is started up by File/Preferences menu command or Preferences button on Standard toolbar [image: image7.bmp]. The adjustment is carried out on the tab Capture. The user should specify the size of the buffer and choose its type. See fig. 3.
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Fig 3.The setup window of parameters of the buffer

Setup of parameters of display

The setup of parameters of display is carried out in a dialog box, which is started up by File/Preferences menu command or Preferences button on Standard toolbar [image: image9.bmp]. The setup is carried out on the tab Display. The user can choose:

· Format of  time presentation:

· Day (2 positions). Month (2 poses.). Year (2 poses.). Hours (2 poses.): minutes (2 poses.): seconds (2 poses.). milliseconds (3 poses.)

· Hours (2 poses.): minutes (2 poses.): seconds (2 poses.). milliseconds (3 poses.)

· Seconds (2 poses.). milliseconds (3 poses.)

· Mode of time reading

· Absolute

· Readout since zero

· Difference in time with the previous packet

· Format of  address presentation

· Decimal

· Hexadecimal

· Format of the data presentation

· Decimal

· Hexadecimal
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Fig. 4. Setup of parameters of display.
Setup of filters
The setup of filters is carried out in a dialog box, which is started up by File/Capture/Filter menu command or [image: image11.bmp] button on Log Control toolbar for capturing the filter. For the display filter it is [image: image12.bmp] button. The filter is setup by enabling of this or that contents of a packet. The setup is carried out at five levels. Also there is an opportunity to keep setup of the filter in a separate file. See fig 5.
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Fig. 5. Setup of the capture filter.
Preservation of a session
The preservation and restoration of a session is carried out by File/Save (File/Save As …) and File/Open menu commands accordingly. For the indication of the name of a file the standard dialog boxes are started up.
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Fig. 6. Preservation of a log-file.
Presentation of the information of the protocol
The information of the protocol is shown in several kinds:
The seized packets viewing  window - is used for presenting the set of the seized packets with displaying the basic information on each packet. The information in the window is presented as a list of packets, with the following information on each packet:
1.
 Time of arrival of the packet
2.
 Size of the packet
3.
 Address of release
4.
 Address of destination
5.
 Command or mistake 
6. Data transmitted in the packet.
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Fig. 7. Window of packets viewing

The window of the detailed information is used for display of more detailed information about the contents of a packet. The information in the window is submitted as a treelike list, in which it is shown: 

1.
 Basic information:

1.1. 
 time of arrival of the packet

1.2. 
 mistakes of the packet

1.3. 
 length of the packet

1.4. 
 CRC (control sum),

2.
 Address information

2.1. 
  type of the address

2.2. 
 addresses of release

2.3. 
 addresses of destination

3.
 Information contained in Control/Status field

3.1. 
 value of the field

3.2. 
 the instruction (code, description)

3.3. 
 the type of addressing

3.4. 
 the mistake

3.5. 
 the historical mistake

4.
 Information contained in Info Length field

4.1. 
 value of the field

4.2. 
 length of the information field

4.3. the content type of an information field

4.4. whether the displacement in the information field is determined

5.
 Information field

5.1. 
 the selector variable (SWNo), if there is one

5.2. 
 the size of displacement, if there is one

5.3. 
 the value of displacement, if there is one

5.4. 
 whether bit addressing is used

5.5. 
 number of the bit, if there is one

5.6. 
 Long code (code, the description), if there is one

5.7. 
 the size of the transmitted data in the info field, if there is one

5.8. 
 the data, if there is one
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Fig. 8. Window of the detailed information

Dump viewing window is used for display of a binary kind of the data. There are two kinds of the viewing data:

· Dump viewing window of a packet

· Dump viewing window of the data (transmitted in a packet)
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Fig. 9. Dump viewing window of a packet
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Fig. 10. Dump viewing window of the data

Presentation of the statistical information

In statistics windows two types of the data are displayed

· Statistics on packets with mistakes

· Statistics on work of filters

The statistics on mistakes displays:

1.
The number of packets

2.
 The number of packets with mistakes

3.
 The number of packets with a mistake CRC

4.
 The number of short packets

5.
 The number of long packets

There is also a percentage ratio between these sizes and a diagram which can be of two kinds: bar or circular.
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Fig. 11. Window of statistics. The statistics on mistakes is displayed.
The statistics on filters displays: the number of packets, the number of packets filtered in general and at each level.
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Fig. 12. Window of statistics. The statistics on filters is displayed.
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